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Abstract

Digital transformation is reshaping risk management by enabling
organizations to move from reactive responses toward proactive,
data-driven, and predictive decision-making. This study examines
how digital transformation has contributed to the development of
risk-management methodologies in three major Saudi companies
operating in distinct sectors: Saudi Aramco in energy, SABIC in
industry, and stc in telecommunications. The research employs a
descriptive-analytical design for the theoretical component and a
comparative multiple-case-study approach for the empirical
component. Publicly available company materials and relevant
secondary sources relating to the 2024 reporting period are analyzed
to identify shared strategic objectives, sector-specific risk profiles,
digital technologies, and implementation patterns. The findings
indicate that all three companies seek to improve risk anticipation,
operational resilience, business continuity, and decision quality.
However, the technologies prioritized by each organization vary

Tiirkce Oz

Dijital doniigiim, kuruluglarin risklere tepki veren geleneksel
yaklasimlardan proaktif, veriye dayali ve Ongoriicii karar alma
modellerine ge¢mesini saglayarak risk yoOnetimini yeniden
sekillendirmektedir. Bu c¢alisma, dijital doniisiimiin  farkl
sektorlerde faaliyet gosteren ii¢ biiyiik Suudi sirketindeki risk
yonetimi yontemlerinin gelisimine katkisini incelemektedir: enerji
sektoriinde Saudi Aramco, sanayi sektoriinde SABIC ve
telekomiinikasyon  sektdriinde  stc. Arastirmanin  kuramsal
boliimiinde betimleyici-analitik desen, uygulamali boéliimiinde ise
karsilastirmali ¢oklu durum c¢aligmasi yaklasimi kullanilmistir.
Ortak stratejik amaclari, sektére Ozgii risk profillerini, dijital
teknolojileri ve uygulama modellerini belirlemek amaciyla
sirketlerin kamuya a¢ik kurumsal materyalleri ile 2024 raporlama
donemine iligkin ikincil kaynaklar incelenmistir. Bulgular, ii¢
sirketin de riskleri 6nceden belirlemeyi, operasyonel dayanikliligi,
is stirekliligini ve karar kalitesini gelistirmeyi amagladigin
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according to its principal vulnerabilities and operating environment.
The analysis further suggests that successful integration is not
determined solely by technological sophistication or investment
scale. Its effectiveness depends more fundamentally on the
alignment of digital capabilities with material risk exposures,
governance arrangements, organizational processes, and data
quality. Artificial intelligence, automation, advanced analytics, and
digital monitoring generate value when embedded within a coherent
risk-governance framework. The study concludes that organizations
should prioritize high-impact vulnerabilities, strengthen data
governance, establish clear accountability, and evaluate digital
solutions according to measurable risk outcomes. These findings
provide a sector-sensitive framework for organizations seeking to
develop predictive and resilient risk-management systems.

Keywords: digital transformation; enterprise risk management;
artificial intelligence; predictive analytics; organizational resilience;

gostermektedir. Bununla birlikte her kurulusun oncelik verdigi
teknolojiler, karsilastigi temel kirilganliklara ve faaliyet ortamina
gore farklilagmaktadir. Analiz ayrica basarili bir biitiinlesmenin
yalnizca teknolojik gelismislik diizeyine veya yatirim dl¢egine bagl
olmadigimi gostermektedir. Etkililik daha ¢ok dijital kabiliyetlerin
6nemli risklerle, yonetisim diizenlemeleriyle, kurumsal siireclerle
ve veri kalitesiyle uyumuna baglidir. Yapay zeka, otomasyon, ileri
analitik ve dijital izleme sistemleri, biitiinciil bir risk yonetisimi
cercevesine yerlestirildiginde deger {retmektedir. Caligma,
kuruluslarin yiiksek etkili kirilganliklara 6ncelik vermesini, veri
yonetisimini giiglendirmesini, sorumluluklari agik¢a belirlemesini
ve dijital ¢oOziimleri Olgiilebilir risk sonuglarma  gore
degerlendirmesini 6nermektedir.

Anahtar Kelimeler: dijital doniisim; kurumsal risk ydnetimi;
yapay zekd; oOngoriici analitik; kurumsal dayaniklilik; Suudi
Arabistan

Saudi Arabia

Introduction

Digital transformation has become a strategic requirement for organizations seeking to maintain competitiveness,
operational continuity, and resilience in increasingly uncertain business environments. Developments in artificial intelligence,
automation, cloud infrastructure, the Internet of Things, advanced analytics, and real-time monitoring have changed how
organizations collect information, coordinate operations, and make decisions. These technologies are no longer used solely to
improve efficiency or reduce costs. They increasingly influence organizational governance, strategic planning, compliance,
security, and risk management.

Traditional risk-management systems have generally relied on historical information, periodic assessments,
predetermined risk registers, and responses initiated after a threat has materialized. Although these practices remain important,
they may be insufficient in environments characterized by rapid technological change, interconnected supply chains, volatile
markets, cyber threats, environmental pressures, and operational complexity. Contemporary organizations therefore face growing
pressure to supplement reactive controls with proactive and predictive capabilities.

The integration of digital transformation and risk management addresses this requirement by using data and technology
to identify emerging threats, detect anomalies, model possible scenarios, and support earlier intervention. Artificial intelligence
and machine-learning applications may identify patterns that conventional analysis cannot easily detect. Automation can reduce
process variability and strengthen the consistency of controls. Digital monitoring systems can provide continuous information
about infrastructure, equipment, networks, and operational conditions. Advanced analytics can support scenario analysis,
forecasting, resource allocation, and management decisions.

Nevertheless, the adoption of advanced technology does not automatically produce effective risk management. Digital
initiatives may generate new vulnerabilities, including cyber exposure, data-quality problems, algorithmic bias, dependence on
complex technological systems, integration difficulties, and unclear accountability. Technology can therefore operate
simultaneously as a risk-management instrument and a source of new risk. This dual effect requires organizations to align digital
transformation with governance structures, organizational capabilities, sectoral requirements, and clearly defined risk priorities.

Sectoral context is particularly important in this alignment. Energy companies operate complex physical assets and critical
infrastructure and must address operational safety, production continuity, environmental exposure, and market volatility. Industrial
companies manage manufacturing systems, supply chains, equipment reliability, product quality, occupational safety, and resource
efficiency. Telecommunications companies face network availability, cybersecurity, data protection, service continuity, customer
demand, and rapid technological obsolescence. Although these sectors may use similar technologies, the purpose, configuration,
and expected outcomes of their digital applications can differ substantially.

Saudi Arabia offers a relevant setting for examining these differences. The country’s economic transformation has
increased the strategic importance of digitalization, innovation, operational resilience, and effective corporate governance. Saudi
Aramco, SABIC, and stc represent major organizations in the energy, industrial, and telecommunications sectors, respectively.
Their scale, strategic importance, and distinct risk environments provide an appropriate basis for comparative analysis.

Despite the increasing literature on digital transformation and enterprise risk management, these subjects are frequently
examined separately. Digital-transformation studies often emphasize innovation, productivity, and customer value, while risk-
management research focuses on governance, compliance, controls, and business continuity. This separation limits understanding
of how digital technologies alter risk identification, assessment, monitoring, mitigation, and reporting. Comparative evidence
across sectors is also relatively limited, particularly regarding how organizations select technologies in response to different risk
profiles.

This study addresses this gap by examining how Saudi Aramco, SABIC, and stc integrate digital capabilities into their
risk-management approaches. Its central research question is: How has the integration of digital transformation contributed to the
development of risk-management methodologies in major Saudi companies?

Two supporting questions guide the analysis. First, which strategic objectives are shared by the three companies when
integrating digital transformation with risk management? Second, how do their technology choices differ according to the risks
associated with the energy, industrial, and telecommunications sectors?
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The study advances two propositions. The first is that the principal shared objective of integration is a transition from
reactive risk management toward proactive and predictive management. The second is that sector-specific risk profiles lead
companies to prioritize different combinations of digital technologies, even when the broad categories of technology are similar.

Accordingly, the study aims to clarify the conceptual relationship between digital transformation and risk management;
identify shared and sector-specific strategic objectives; compare the digital technologies employed across the selected companies;
analyze the alignment between technological capabilities and material risk exposures; and develop practical recommendations for
organizations seeking to strengthen digital risk-management strategies.

The study contributes to the literature in three respects. Conceptually, it connects digital transformation with the
development of predictive risk-management capabilities. Empirically, it provides a cross-sector comparison involving three
strategically important Saudi companies. Managerially, it emphasizes that effective digital risk management depends less on
acquiring the most sophisticated technology than on selecting solutions that address material vulnerabilities, operate on reliable
data, and are embedded within coherent governance and decision-making processes.

Methodology

Research Design

This study adopts a qualitative, descriptive-analytical research design combined with a comparative multiple-case-study
approach. The descriptive-analytical component establishes the conceptual relationship between digital transformation and
enterprise risk management, while the multiple-case design examines how this relationship is operationalized in three major Saudi
companies: Saudi Aramco, SABIC, and stc.

The comparative approach is appropriate because the selected organizations operate in sectors with substantially different
risk profiles. Saudi Aramco represents the energy sector, SABIC represents the petrochemical and industrial sector, and stc
represents telecommunications and digital services. Comparing these cases makes it possible to distinguish common integration
principles from sector-specific technological responses.

Research Questions and Propositions

The study addresses the following central question:

How has the integration of digital transformation contributed to the development of risk-management
methodologies in Saudi Aramco, SABIC, and stc?

The analysis is guided by two supporting questions:

e  Which strategic objectives are shared by the three companies when integrating digital transformation with risk
management?
e How do the technologies prioritized by each company differ according to its sector-specific risk exposures?

Two analytical propositions structure the comparison. The first proposes that the shared objective of integration is to move
from reactive risk management toward proactive, continuous, and predictive risk management. The second proposes that variation
in sectoral risk profiles leads organizations to adopt different configurations of artificial intelligence, automation, advanced
analytics, and digital monitoring technologies.

These propositions serve as analytical expectations rather than hypotheses tested through inferential statistics.

Case Selection

The cases were selected purposively through a maximum-variation logic. Three criteria guided the selection. First, each
company holds substantial strategic and economic importance within Saudi Arabia. Second, the companies operate in sectors
characterized by different combinations of operational, technological, financial, strategic, regulatory, safety, and cybersecurity
risks. Third, each organization publicly reports information concerning enterprise risk management, governance, digital
transformation, data, innovation, or technological development.

The selection enables a structured comparison across heterogeneous operating environments. Saudi Aramco’s risk
environment is associated principally with energy infrastructure, asset integrity, production continuity, market exposure, safety,
and environmental performance. SABIC operates within a complex industrial and petrochemical environment involving
manufacturing, supply chains, regulatory compliance, process safety, and market cyclicality. stc is exposed particularly to network
continuity, cybersecurity, data protection, digital-service reliability, technological change, and customer-related risks.

The cases are not intended to statistically represent all Saudi companies. They are used to support analytical generalization
by identifying mechanisms and patterns that may be relevant to other large organizations operating in technology-intensive sectors.

Temporal Scope

The principal period of analysis is the 2024 reporting year. A common reporting period was selected to improve
comparability among the cases and reduce distortions caused by different economic or technological conditions. Earlier sources
were used only to clarify theoretical concepts, historical developments, or initiatives whose effects continued into 2024.

The study therefore provides a cross-sectional comparison of publicly reported practices rather than a longitudinal
evaluation of organizational change.

Data Sources

The study relies on secondary documentary evidence. The principal sources consist of the companies’ 2024 annual or
integrated reports, publicly available risk-management disclosures, governance information, sustainability materials, and official
descriptions of digital-transformation initiatives. Relevant academic studies, professional reports, and recognized risk-management
literature are used to develop the theoretical framework and support interpretation.

Company-generated sources are treated as official organizational disclosures rather than independent evaluations of
performance. Statements concerning the objectives or benefits of digital initiatives are therefore distinguished from externally
verified evidence of their outcomes.

Documents were included when they contained information concerning at least one of the following areas:

e  Enterprise risk-management governance and responsibilities;
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Risk-identification, assessment, monitoring, or reporting processes;

Principal strategic, operational, financial, compliance, technological, or sustainability risks;

Artificial intelligence, automation, advanced analytics, digital monitoring, or data infrastructure;

Business continuity, resilience, cybersecurity, asset reliability, or predictive maintenance;

Data governance, digital skills, or organizational capabilities supporting technology adoption;

Evidence connecting a digital initiative with a specific risk-management function.

Documents that mentioned innovation or digitalization without identifying an organizational objective, technological
capability, risk category, or relevant application were excluded from the main comparison.

Unit of Analysis

The primary unit of analysis is the digital risk-management practice. This refers to a documented organizational
arrangement, technological capability, or operational initiative through which digital transformation contributes to the
identification, assessment, monitoring, mitigation, communication, or governance of risk.

Examples include the use of predictive analytics to anticipate equipment failure, automated monitoring to detect
operational anomalies, artificial intelligence to support forecasting, digital platforms to strengthen enterprise-wide risk reporting,
and data-governance measures intended to improve the reliability of risk information.

The company constitutes the embedded case, while individual digital risk-management practices constitute the units
examined within each case.

Data Extraction and Coding Framework

Relevant information was extracted using a structured analytical matrix to ensure that the same criteria were applied to
all three companies. The matrix contains the following dimensions:

Table 2. Analytical Framework for the Cross-Case Evaluation of Digital Transformation and Risk-Management
Integration

Analytical dimension Information examined
Sector context Business model, operational environment, and critical assets
Risk profile Strategic, operational, financial, compliance, cyber, safety, and sustainability risks
Strategic objective Resilience, continuity, forecasting, efficiency, compliance, or decision quality
Digital technology Artificial intelligence, automation, analytics, digital monitoring, or integrated
platforms
Risk-management Identification, assessment, prediction, monitoring, mitigation, reporting, or
function response
Governance enabler Accountability, policies, controls, risk appetite, and management oversight
Data enabler Data quality, integration, accessibility, security, and governance
Human capability Digital skills, training, organizational learning, and cross-functional coordination
Reported outcome Early warning, predictive capacity, reduced disruption, improved control, or
stronger resilience
Implementation Cyber exposure, legacy systems, data limitations, skills gaps, or integration
constraint complexity

The coding framework combines deductive and inductive logic. Deductive categories were derived from the literature on
digital transformation and enterprise risk management. Additional subthemes were developed inductively when recurring patterns
emerged from the company materials.

Analytical Procedure

The analysis was conducted in two stages. The first involved within-case analysis. Each company was examined
independently to identify its risk-governance framework, material risk categories, digital-transformation priorities, technological
applications, and reported links between digital capabilities and risk-management processes. This stage preserved the sectoral and
organizational context of each case.

The second stage involved cross-case synthesis. Findings from the three cases were entered into a common comparison
matrix and examined for similarities, differences, and recurring relationships. Common patterns included the transition toward
early warning, continuous monitoring, predictive analysis, organizational resilience, and data-driven decision-making. Differences
were analyzed in relation to sector-specific vulnerabilities and operational requirements.

Pattern matching was used to assess the study’s propositions. Evidence showing that the three companies emphasized
anticipation, prediction, or early intervention was compared with the first proposition. Differences in technology selection and
application were compared with the second proposition concerning sectoral risk profiles.

The study does not infer causality merely from the simultaneous presence of digital technologies and improved risk-
management objectives. A relationship was interpreted cautiously and only when company disclosures or supporting evidence
explicitly connected a technology with a particular risk-management function.

Comparative Logic

The comparison distinguishes between technological similarity and functional equivalence. The same technology may
serve different purposes in different sectors. For example, artificial intelligence may support equipment reliability in energy
operations, process optimization in industrial production, and network monitoring in telecommunications. Conversely, different
technologies may perform equivalent risk-management functions, such as early detection or continuity protection.

This distinction enables the study to evaluate alignment rather than technological sophistication alone. Integration is
considered stronger when the selected technology addresses a clearly defined material risk, operates within an established
governance framework, relies on sufficiently reliable data, and contributes to a specified risk-management function.
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Trustworthiness and Analytical Rigor

Several procedures were incorporated to strengthen the credibility of the analysis. A common extraction framework was
applied across all cases, and claims were checked against more than one document where equivalent evidence was available.
Company statements were compared with relevant academic and professional literature to reduce dependence on corporate self-
presentation.

A transparent chain of evidence was maintained by linking each interpretation to its documentary source, reporting year,
and relevant page or section. Conceptual definitions were applied consistently, particularly when distinguishing digital
transformation, routine information technology, and digitally enabled risk management.

Negative or incomplete evidence was not interpreted as proof that a practice did not exist. Because corporate reports vary
in detail, the absence of disclosure was recorded as “not identified in the reviewed documents” rather than “not implemented.”

Ethical Considerations

The study uses publicly available corporate and scholarly documents and does not involve human participants,
confidential company information, personal data, interviews, or experimental procedures. Ethics committee approval and informed
consent were therefore not required. All documentary and conceptual sources should be cited accurately.

Methodological Limitations

The methodology has several limitations. Corporate reports are prepared partly for accountability and reputation purposes
and may emphasize achievements more strongly than implementation failures. The study is consequently dependent on what the
companies chose to disclose publicly.

The use of a single reporting year limits the ability to assess change over time or establish whether reported initiatives
produced sustainable outcomes. The three cases also differ in organizational scale, regulatory environment, and disclosure
practices, which constrains direct comparison.

The study does not use internal performance data, interviews with risk managers, cybersecurity specialists, or digital-
transformation executives. It therefore cannot independently verify operational effectiveness or quantify causal effects. Reported
benefits should be interpreted as documentary evidence of organizational practices and strategic orientation rather than as
experimentally validated performance improvements.

Future research could address these limitations through longitudinal analysis, interviews, internal risk indicators, maturity
assessments, and quantitative measures linking digital investments with operational resilience, incident frequency, forecasting
accuracy, or business-continuity outcomes.

Results and Discussion

The cross-case analysis identified a common strategic direction across SABIC, Saudi Aramco, and stc: the use of digital
transformation to move risk management from periodic and reactive control toward continuous, proactive, and increasingly
predictive management. Nevertheless, the technologies, implementation priorities, and risk-management functions differed
substantially according to each company’s sectoral exposure.

Risk Governance as the Foundation of Digital Integration

The first finding is that digital risk management in all three cases is embedded within broader enterprise risk-management
and governance arrangements. Digital technologies are not presented as independent substitutes for conventional risk controls.
Instead, they operate within established structures for risk ownership, monitoring, reporting, business continuity, and management
oversight.

SABIC’s framework classifies risks into compliance, financial, operational, and strategic categories and connects risk
management with early warning, resilience, business continuity, and the protection of critical infrastructure. Its enterprise risk-
management process is supported by integrated governance and informed by international risk and control practices (SABIC, 2024,
pp- 43-45).

Saudi Aramco similarly applies an enterprise-wide framework covering strategic, operational, financial, and compliance
risks. Its three-lines model assigns primary risk ownership to operating and support units, oversight and guidance to specialist risk
functions, and independent assurance to internal audit (Saudi Aramco, 2024a, pp. 70—71). This structure is particularly relevant to
an energy company operating complex assets under market, environmental, safety, regulatory, and technological uncertainty.

In the telecommunications case, stc’s disclosed framework connects risk management with strategic decision-making,
management oversight, organizational controls, and cross-functional coordination. The framework addresses regulatory,
sustainability, geopolitical, emerging-technology, cybersecurity, information-technology, and competitive risks (stc Group, 2024a,
pp. 42-43).

These findings support the broader literature’s view that enterprise risk management creates value when it is incorporated
into governance and strategic decision-making rather than treated as a separate compliance activity (Bakouche & Boughazi, 2022;
Biresaw & Sibindi, 2025).

SABIC: Predictive Maintenance and Integrated Industrial Operations

The SABIC case shows that digital transformation is primarily directed toward industrial reliability, process integration,
operational efficiency, safety, and data-supported decision-making. The company’s digital strategy emphasizes digitizing core
processes, developing analytical and artificial-intelligence capabilities, strengthening data foundations, improving enterprise-
resource planning, and developing employee digital skills (SABIC, 2024, pp. 91-92).

The STAR program represents a central element of this integration. As a next-generation enterprise platform, it is intended
to connect people, devices, applications, and business networks while reducing fragmentation among operational systems. From a
risk-management perspective, this integration may strengthen information consistency, process visibility, coordination, and the
timely identification of operational problems (SABIC, 2024, p. 92).

The most direct link between digital transformation and risk management appears in asset monitoring. SABIC reports
using artificial-intelligence-supported asset-care solutions to anticipate potential failures in critical equipment and facilitate earlier
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maintenance. The company also uses robots, drones, and advanced inspection methods to assess tanks and flare systems, reducing
the need for direct exposure to difficult inspection environments. Predictive tools combining raw-material quality, operational
standards, and environmental conditions are further used to support production optimization and equipment performance (SABIC,
2024, p. 92).

These practices indicate that SABIC’s model links digital technologies primarily with operational risk, asset reliability,
process safety, supply continuity, and industrial efficiency. The model supports the first analytical proposition because it
emphasizes earlier detection and intervention. It also supports the second proposition because the selected applications correspond
closely to the risk profile of a large petrochemical and manufacturing organization.

Saudi Aramco: Advanced Analytics for Complex Energy Risks

Saudi Aramco’s model emphasizes artificial intelligence, advanced computing, digital twins, blockchain, automation, and
immersive technologies. These capabilities correspond to an operating environment characterized by complex physical assets,
safety requirements, exploration uncertainty, production continuity, environmental exposure, and dependence on integrated
information systems (Saudi Aramco, 2024a, pp. 70-71).

One significant application is i4Safety 2.0, an internally developed artificial-intelligence system that uses historical
information to identify patterns associated with potential workplace risks. Its reported purpose is to support earlier risk recognition
and strengthen operational safety. This illustrates a shift from recording incidents after their occurrence toward using accumulated
information to support preventive decisions (Saudi Aramco, 2024b).

Advanced computing supports another category of risk. High-performance computing systems used in seismic imaging
and reservoir simulation can process large volumes of technical information and improve the quality of subsurface interpretation.
Such capabilities may reduce uncertainty in exploration and resource-development decisions, although the reviewed public
documents do not provide sufficient evidence to quantify the resulting reduction in risk (Saudi Aramco, 2024b).

Digital-twin technology offers a further mechanism by creating continuously updated virtual representations of physical
assets, systems, or processes. In principle, these models can support scenario analysis, condition monitoring, maintenance
planning, and operational decision-making. Blockchain and smart contracts may strengthen transaction traceability and the
execution of predefined contractual conditions, while automation can reduce variability and routine processing errors (Saudi
Aramco, 2024b).

The Aramco case demonstrates that advanced technology is applied to technically complex and asset-intensive risks. Its
integration model extends beyond process efficiency and emphasizes safety, exploration accuracy, asset integrity, continuity, and
the management of large-scale operational uncertainty.

stc: Process Automation, Cloud Resilience, and Digital-Service Risk

The stc case reflects the risk environment of telecommunications and digital services. Compared with the two asset-
intensive cases, greater attention is directed toward cybersecurity, information systems, regulatory exposure, emerging
technologies, competition, service continuity, and process efficiency (stc Group, 2024a, pp. 42—43).

Robotic process automation is used to standardize repetitive administrative processes and reduce the likelihood of manual
processing errors. Enterprise-resource-planning integration connects accounting, procurement, project monitoring, compliance,
risk, and supply-chain functions, potentially improving information consistency and management visibility.

Cloud migration is also presented as a mechanism for improving flexibility, system efficiency, and continuity. The
reported migration of a customer-experience management system to a cloud environment illustrates the use of scalable
infrastructure to support service availability and organizational responsiveness (stc Group, 2024a). However, cloud adoption also
introduces cybersecurity, third-party dependence, data-governance, and regulatory risks. Its risk-management value therefore
depends on the strength of access controls, resilience planning, vendor oversight, and information-security governance.

The development of internal digital products and platforms may also reduce dependence on a single source of revenue
and support service diversification. This connects digital transformation with strategic and competitive risk, not merely operational
efficiency.

The stc case therefore supports the sector-alignment proposition. Its digital priorities reflect a service-based environment
in which process speed, network and system availability, cybersecurity, scalability, and customer continuity are particularly
important.

Cross-Case Comparison

The results can be summarized as follows:

Table 2. Cross-Sector Comparison of Digital Transformation Applications in Risk Management at SABIC, Saudi
Aramco, and stc

Dimension SABIC Saudi Aramco stc
Sector Petrochemical and Energy Telecommunications and
industrial digital services
Principal risk Asset reliability, Safety, asset Cybersecurity, IT, service
focus industrial operations, safety, integrity, exploration = continuity, process  reliability,
supply continuity uncertainty,  operational competition
continuity
Main digital Al, predictive Al advanced RPA, ERP integration,
capabilities maintenance, STAR platform, computing, digital twins, cloud services, digital platforms
robots and drones automation, blockchain
Predominant Failure prediction and Complex-risk Process  standardization,

risk function

integrated operational control

modelling,

6
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continuity, scalability, and control
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prediction, and  asset
monitoring
Shared Proactive
strategic direction identification, earlier
intervention, resilience, and
data-supported decisions
Source: Authors’ compilation based on SABIC (2024), Saudi Aramco (2024a, 2024b), and stc Group (2024a, 2024b).

The strongest commonality is not the use of any single technology but the transition toward earlier risk recognition and
intervention. All three organizations use digital capabilities to improve information availability, monitoring, anticipation, and
decision support. This finding is consistent with the literature linking digital transformation with organizational responsiveness
and sustainability (Afif & Khaloufi, 2022; Ben Said, 2022; Bourahla et al., 2023).

The principal difference concerns technology-risk alignment. SABIC prioritizes industrial reliability and predictive
maintenance; Aramco emphasizes technically complex energy, safety, and asset risks; and stc concentrates more heavily on digital-
service continuity, cybersecurity, cloud infrastructure, and process automation. The findings therefore support both study
propositions.

Conditions for Effective Integration

The cross-case synthesis indicates that technological sophistication alone does not determine effective integration. Four
enabling conditions recur across the cases.

First, digital initiatives require explicit alignment with material risks. A technology creates risk-management value when
it addresses a clearly defined vulnerability rather than being adopted only because it is innovative.

Second, reliable and integrated data are essential. Artificial intelligence and predictive analytics depend on data
completeness, consistency, relevance, and timeliness. Weak data foundations may produce unreliable predictions despite advanced
technological infrastructure. This finding corresponds with Chaouchi and Khelouf’s (2023) emphasis on data, human resources,
technology, and processes as interdependent elements of digital transformation.

Third, governance and accountability remain necessary. Digital tools must be incorporated into risk ownership, escalation,
monitoring, and decision-making arrangements. The enterprise frameworks reported by SABIC, Aramco, and stc indicate that
technology is most useful when management responsibilities and control structures are clearly defined (SABIC, 2024; Saudi
Aramco, 2024a; stc Group, 2024a).

Fourth, human capability remains important. Employees must be able to interpret digital outputs, challenge automated
recommendations, and convert warnings into appropriate action. Digital transformation therefore complements rather than
eliminates managerial and professional judgment.

Interpretation Boundaries

The findings demonstrate documented alignment between technologies and risk-management functions, but they do not
establish causal effects. Public corporate reports describe initiatives, governance arrangements, and expected or reported benefits,
yet they do not consistently provide comparable performance measures. The analysis therefore cannot determine whether one
company’s model is more effective than another or quantify reductions in incidents, financial losses, or operational disruption.

Moreover, stc-related source identification requires clarification. The materials appear to refer partly to solutions by stc
and partly to stc Kuwait, while the article describes the case more broadly as stc Group. The final manuscript should identify the
exact legal entity analyzed and use only its corresponding annual report and official disclosures.

Conclusion

This study examined how digital transformation is integrated with enterprise risk management in SABIC, Saudi Aramco,
and stc. The comparative evidence indicates that the three organizations share a strategic movement away from predominantly
reactive risk responses and toward continuous monitoring, earlier warning, predictive assessment, and proactive intervention. This
finding supports the first study proposition and reinforces the view that digital transformation has become closely connected with
organizational resilience and risk-informed decision-making.

The analysis also confirms that digital risk-management strategies are sector-dependent. SABIC applies artificial
intelligence, integrated enterprise platforms, and advanced inspection technologies principally to industrial reliability, asset
maintenance, safety, and operational coordination. Saudi Aramco employs artificial intelligence, advanced computing, digital
twins, and related technologies to address complex safety, exploration, infrastructure, and energy-sector risks. stc places
comparatively greater emphasis on automation, cloud infrastructure, enterprise systems, and digital platforms to strengthen process
control, service continuity, cybersecurity, and competitive responsiveness. These differences support the second proposition that
material risk exposure shapes technology selection.

The central theoretical conclusion is that integration should be evaluated through technology-risk fit, not through
technological sophistication alone. An advanced system does not automatically strengthen risk management. Its value depends on
whether it addresses a material vulnerability, uses reliable data, operates within an effective governance framework, and produces
information that can be translated into timely organizational action.

The study also shows that digital transformation does not replace enterprise risk management. Instead, it changes the
speed, scope, and analytical depth with which risk-management functions can be performed. Governance, accountability, human
judgment, data quality, and business continuity remain essential. Digital tools generate the greatest value when embedded in these
organizational capabilities.

From a managerial perspective, companies should begin with their most consequential vulnerabilities and select digital
solutions that directly support the identification, assessment, monitoring, or mitigation of those risks. They should strengthen data
governance, define accountability for algorithmic and automated decisions, develop employee analytical capabilities, and establish
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measurable indicators linking digital initiatives with risk outcomes. Relevant indicators may include warning accuracy, equipment
availability, incident frequency, process-error rates, service recovery time, forecast reliability, and continuity performance.

The study contributes a cross-sector analytical framework for understanding digital risk management in Saudi Arabia. Its
findings are analytically informative but not statistically generalizable because the study examines only three cases and relies on
public corporate disclosures. The absence of internal performance data and stakeholder interviews limits independent verification
of organizational effectiveness. Future studies should adopt longitudinal designs, verify the exact stc entity under examination,
incorporate interviews with risk and digital-transformation professionals, and test whether digital investments produce measurable
improvements in resilience and risk performance.

Overall, the evidence suggests that the competitive and resilience benefits of digital transformation arise not from adopting
the largest number of technologies, but from integrating appropriate technologies with specific risks, reliable data, capable
personnel, and accountable governance.
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Genisletilmis Ozet

Giris

Dijital doniistim, gliniimiizde kuruluslarin rekabet giiciinii, operasyonel siirekliligini ve degisen ¢evresel kosullara uyum
yetenegini belirleyen temel stratejik unsurlardan biri haline gelmistir. Yapay zeka, otomasyon, bulut bilisim, Nesnelerin Interneti,
ileri analitik ve ger¢ek zamanli izleme sistemleri, yalnizca operasyonel verimliligi artirmak igin degil, belirsizlikleri yonetmek ve
daha isabetli kararlar almak ic¢in de kullanilmaktadir. Bu gelismeler, geleneksel risk yonetimi anlayiginin yeniden
degerlendirilmesini gerekli kilmaktadir.

Geleneksel risk yonetimi ¢ogunlukla gegmis verilere, donemsel degerlendirmelere ve risk ortaya ciktiktan sonra
uygulanan diizeltici Onlemlere dayanmaktadir. Bununla birlikte teknolojik degisimin hizlanmasi, tedarik zincirlerinin
karmasiklasmasi, siber tehditlerin artmasi ve kritik altyapilarin birbirine bagimli hale gelmesi, yalnizca tepkisel yaklagimlarin
yetersiz kalmasina neden olmaktadir. Kuruluglar bu nedenle siirekli izleme, erken uyari, senaryo analizi ve 6ngoriicii miidahale
kapasitelerini gelistirmeye yonelmektedir.

Dijital teknolojilerin risk yonetimindeki degeri, yalnizca teknik gelismislik diizeyleriyle belirlenmemektedir. Kullanilan
teknolojinin kurulugun temel riskleriyle uyumu, veri kalitesi, yonetisim yapisi, ¢alisanlarin dijital yeterlilikleri ve karar alma
siirecleri de belirleyici olmaktadir. Ayrica dijitallesme, riskleri azaltirken siber giivenlik, veri gizliligi, sistem bagimliligi ve
algoritmik kararlar gibi yeni riskler de dogurabilmektedir.

Bu ¢alisma, dijital doniisiim ile risk yonetimi arasindaki biitlinlesmeyi Suudi Arabistan’daki ti¢ biiyiik sirket tizerinden
karsilagtirmali olarak incelemektedir: enerji sektoriinde Saudi Aramco, petrokimya ve sanayi sektorinde SABIC ve
telekomiinikasyon ile dijital hizmetler alaninda stc. Aragtirmanin temel amaci, girketlerin ortak stratejik hedeflerini belirlemek ve
sektorlere 6zgii risklerin teknoloji tercihlerine nasil yansidigini agiklamaktir. Caligma, biitiinlesmenin temel hedefinin tepkisel
yonetimden proaktif ve 6ngdriicii risk yonetimine gecis oldugu; teknoloji segimlerinin ise sektorlerin farkli risk profillerine gore
sekillendigi onermelerinden hareket etmektedir.

Yontem

Aragtirmada nitel, betimleyici-analitik bir desen ile karsilagtirmali ¢goklu durum ¢alismasi yaklagimi birlikte kullanilmigtir.
Betimleyici-analitik bdliimde dijital doniisiim, kurumsal risk yonetimi, yapay zeka, otomasyon, veri yonetisimi ve Orgiitsel
dayaniklilik arasindaki kavramsal iligkiler agiklanmigtir. Uygulamali bolimde ise Saudi Aramco, SABIC ve stc vakalari
incelenerek farkli sektorlerde dijital teknolojiler ile risk yonetiminin nasil biitiinlestirildigi karsilastirilmigtir.

Sirketler amacli ve maksimum g¢esitlilik saglayacak bicimde secilmistir. Secimde sirketlerin Suudi ekonomisindeki
stratejik dnemleri, birbirinden farkli sektdrlerde faaliyet gostermeleri, farkl risk profillerine sahip olmalar1 ve risk yonetimi ile
dijital doniisiime iliskin kamuya acik kurumsal bilgiler sunmalar1 dikkate alinmistir. Saudi Aramco enerji ve kritik fiziksel
varliklar; SABIC endiistriyel {iretim, petrokimya ve tedarik zincirleri; stc ise telekomiinikasyon, dijital hizmetler ve bilgi sistemleri
baglaminda degerlendirilmistir.

Aragtirmanin temel zaman araligi 2024 raporlama donemidir. Veri kaynagi olarak sirketlerin yillik veya biitiinlesik
raporlari, risk yoOnetimi agiklamalari, siirdiiriilebilirlik belgeleri, yonetisim bilgileri ve resmi dijital doniisim igerikleri
kullanilmistir. Akademik caligmalar ise kuramsal g¢ergevenin olusturulmasi ve kurumsal bulgularin yorumlanmasi amactyla
degerlendirilmistir.

Analiz birimi, “dijital risk yonetimi uygulamas1” olarak belirlenmistir. Bu kavram; dijital bir teknolojinin risklerin
tanimlanmasi, degerlendirilmesi, 6ngoriilmesi, izlenmesi, azaltilmasi veya raporlanmasina katki saglayan belgelenmis kullanimini
ifade etmektedir. Veriler; sektor baglamu, risk profili, stratejik hedef, kullanilan teknoloji, risk yonetimi iglevi, yonetigim yapist,
veri altyapisi, insan kaynagi ve bildirilen sonuglar agisindan kodlanmastir.

Once her sirket icin ayr1 bir vaka analizi yapilmis, ardindan ortak bir karsilastirma matrisi kullanilarak vakalar aras1 sentez
gerceklestirilmigtir. Bulgular benzerlikler, farkliliklar ve teknoloji—risk uyumu agisindan degerlendirilmistir. Sirket raporlarindaki
aciklamalar dogrulanmis performans dl¢timleri olarak degil, kurumsal uygulama ve stratejik yonelimlere iligkin belge niteliginde
ele alimmusgtir.

Bulgular ve Tartisma

Bulgular, ii¢ sirketin de dijital teknolojileri daha erken risk tanimlama, siirekli izleme, Ongoriicii degerlendirme,
operasyonel dayaniklilik ve veriye dayali karar alma amaglariyla kullandigini gostermektedir. Bu ortak yonelim, riskler
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gerceklestikten sonra uygulanan diizeltici yaklasimlardan, riskleri ortaya ¢ikmadan once belirlemeyi ve etkilerini azaltmay1
amaglayan proaktif modellere gecisi ifade etmektedir.

SABIC’in dijjital risk yonetimi modeli, sanayi ve petrokimya faaliyetlerinin gerektirdigi varlik giivenilirligi, siire¢
giivenligi, tretim siirekliligi ve operasyonel biitiinlesme iizerinde yogunlagmaktadir. Sirketin dijital stratejisi; temel siireglerin
dijitallestirilmesini, yapay zeka ve analitik yeteneklerin gelistirilmesini, veri altyapisinin giiclendirilmesini ve ¢alisanlarin dijital
yeterliliklerinin artirilmasini kapsamaktadir. STAR programi, insanlar, cihazlar ve isletme sistemleri arasindaki bilgi akisini
biitiinlestirerek parcali sistemlerden kaynaklanan operasyonel riskleri azaltmay1 hedeflemektedir. Yapay zeka destekli varlik izleme
¢Oziimleri kritik ekipman arizalarin1 dnceden tahmin etmeye, robotlar ve insansiz hava araglari ise zorlu endiistriyel alanlarda
denetim yapmaya yardimei olmaktadir (SABIC, 2024, ss. 91-92).

Saudi Aramco’nun modeli, enerji sektoriiniin karmasik fiziksel varliklar, is glivenligi, kesif belirsizligi, iiretim siirekliligi
ve ¢evresel riskleriyle uyumludur. Sirket yapay zeka, yiiksek performansli hesaplama, dijital ikizler, otomasyon ve blokzincir gibi
teknolojilerden yararlanmaktadir. i4Safety 2.0 sistemi, gegmis verilerdeki oriintiilerden hareketle potansiyel i giivenligi risklerini
belirlemeyi amaglamaktadir. Gelismis hesaplama sistemleri sismik goriintiileme ve rezervuar modellemesini desteklerken dijital
ikizler fiziksel varliklarin sanal modeller araciligiyla izlenmesine ve farkli senaryolarin degerlendirilmesine imkan saglamaktadir
(Saudi Aramco, 2024a, ss. 70—71; Saudi Aramco, 2024b).

stc vakasinda ise siber giivenlik, bilgi teknolojileri, hizmet siirekliligi, rekabet, diizenleyici uyum ve gelismekte olan
teknolojiler 6n plana ¢ikmaktadir. Robotik siire¢ otomasyonu, tekrarlayan islemleri standartlastirarak manuel hata riskini
azaltmaktadir. Kurumsal kaynak planlama sistemlerinin biitiinlestirilmesi, farkli kurumsal fonksiyonlar arasinda bilgi akigini
gelistirmektedir. Bulut sistemlerine gecis ise 6l¢eklenebilirlik, esneklik ve hizmet siirekliligini desteklemektedir (stc Group, 2024a,
ss. 42-43).

Karsilagtirmali bulgular, teknoloji segimlerinin sektorel riskler tarafindan bigimlendirildigini dogrulamaktadir. Bununla
birlikte etkinlik yalnizca teknolojiye degil, giivenilir veriye, acik sorumluluklara, yonetisim mekanizmalarina ve ¢aliganlarin
analitik kapasitesine baghdir.

Sonuc ve Oneriler

Caligsma, dijital doniisiim ile risk yonetiminin biitiinlestirilmesinin incelenen sirketlerde ortak bir stratejik yonelim
olusturdugu sonucuna ulagmistir. Saudi Aramco, SABIC ve stc farkli sektdrlerde faaliyet gostermelerine ragmen riskleri daha
erken belirlemek, stirekli izlemek, olas1 sonuglar1 tahmin etmek ve zamaninda miidahale etmek amaciyla dijital kabiliyetlerden
yararlanmaktadir. Bu sonug, biitiinlesmenin temel hedefinin tepkisel risk yonetiminden proaktif ve 6ngoriicii risk yonetimine gegis
oldugu yoniindeki ilk arastirma dnermesini desteklemektedir.

Bulgular, ikinci 6nermeyi de dogrulamaktadir. Sirketlerin teknoloji tercihleri, karsilastiklari risklerin niteligine gore
farklilagmaktadir. SABIC endiistriyel varlik giivenilirligi, tiretim siirekliligi ve stire¢ giivenligi i¢in yapay zeka, gelismis denetim
araglar1 ve biitiinlesik isletme platformlarma oncelik vermektedir. Saudi Aramco enerji altyapisi, giivenlik, kesif ve varlik
biitiinliigi riskleri i¢in yapay zeka4, ileri hesaplama ve dijital ikizlerden yararlanmaktadir. stc ise siire¢ otomasyonu, bulut altyapisi
ve biitiinlesik bilgi sistemleri aracilifiyla siber giivenlik, hizmet siirekliligi ve operasyonel verimlilik risklerine odaklanmaktadir.

Calismanin temel kuramsal sonucu, dijital risk yonetiminin teknolojik gelismislikten ¢ok “teknoloji-risk uyumu”
tizerinden degerlendirilmesi gerektigidir. Bir teknolojinin degeri, kurulusun 6nemli bir riskine cevap vermesine, giivenilir verilerle
calismasina, agik yonetisim diizenlemelerine baglanmasina ve karar alma siire¢lerinde kullanilabilir ¢iktilar iiretmesine baglidir.

Bu dogrultuda kuruluslarin oncelikle en kritik kirilganliklarini belirlemeleri ve dijital yatirimlarini bu risklere
yoneltmeleri 6nerilmektedir. Veri dogrulugu, biitiinliigii, giivenligi ve erisilebilirligi giiclendirilmelidir. Otomatik ve algoritmik
kararlar i¢in sorumluluklar agik¢a tanimlanmali; ¢aliganlarin dijital ve analitik yeterlilikleri gelistirilmelidir. Dijital uygulamalarin
basarist yalnizca kullanim oranlartyla degil, erken uyar1 dogrulugu, ekipman kullanilabilirligi, islem hatalari, hizmet iyilesme
stiresi, olay siklig1 ve is siirekliligi gibi 6l¢iilebilir risk gostergeleriyle degerlendirilmelidir.

Aragtirma, kamuya agik kurumsal belgelere ve ii¢ vakaya dayandigi i¢in sonuglar istatistiksel olarak genellenemez.
Gelecekteki aragtirmalarda uzunlamasina tasarimlar, yonetici goriigmeleri, kurum i¢i performans gostergeleri ve dijital yatirim—
risk performansi iliskisini 6lgen nicel yontemler kullanilmalidir. Ayrica stc vakasinda incelenen hukuki kurulus agike¢a belirlenmeli
ve yalnizca ilgili kurulusa ait resmi belgeler kullanilmalidir.
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